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Version control

Version | Date Comments

1.0 07-03-2019 | First issue for publication.

1.1 25-03-2019 | Add chapter: Check hardware integrity

1.2 23-05-2019 | Update Secure your PIN & recovery phrase section

1.3 06-06-2019 | Removal firmware version: targetID is not linked to Secure Element
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Check if device is genuine

Kdcfdg ognctbsr “qd athks “gntmc ~ bn Bam™shnm ne g gqcv " qd “mc rnesv qd rdbtghsx,-
0 d ms sn ognsdbs xntq oghu~sd jdxreqn B ~ whcd g mfd ne “ss”bjr. Trd sghr Fethed sn B~ jd-
rtqd xntg Kdcfdg M mn W hr fdmtimd, “mc mns eq” tctkdms ng bntmsdgedhs.-
Aedv rilokd bgdbjr wvhkk ~rrtqd xnt sg s xntq cdutbd hr = fdmthmd Kdcfdg ognctbs:-
g Nghfim ne sgd Kdcfdg ogncthbs-
g Bnwbnmsdmsr-
g Cnmchshnm ne sgd Qdbnudgx rgdds-
g 1mhsh™k rs”sd ne sgd Kdcfdq cduhbd.-

Acu mbdc trdgr v msimf sn bgdbj sgd g~ gcv " qd hmsdfghsx b™m | sn sgd dmc ne sghr-
~gshbkd.~

Buy from an official Ledger reseller

Otgbg " rd xntq cdutbd chgdbskx eqn B Kdcfdg ng sggntfg sgd |
sn B~ jd rtqd xnt qdbdhud “m ~tsgdmsib Kdcfdg ognctbs. Ntq neefbh k-
r kdr bg™mmdkr hmbktcd:~
e Neehbh ™k d-bn B B dgbd vdarhsd:
e Neelbh“k AN “ynm rsngdr: T RAJ 4 L 14 in; it r
11 r

Kdcfdq cdutbdr otgbg~rdc eqgn B nsgdq udmengr ~qd mns mdbdrr~gikx ctaintr. Hnvdudg,-
vd cn rsgnmfkx gdbn B Bdmc sg s xnt B dstbtkntrkx odgeng B sgd r~edsx bgdbjr adknwv sn-
dmrtqd sg~s xntq Kdcfdg hr fdmthmd.-

Check the box contents

Sgd o7 bj ~fd ne ~ Kdcfdg g qcv " qd v kkds rgntke hmbktcd:-
e Kdcfdg M mn W-
e TRB Sxod-C b~ akd-
e 30 odgb gcrhm “m dmudknod, mbktchmf:~
o  Gdsshmf rs~gsdcfd " ekds;~
o Trd, C qd “mc Qdftk sngx Rs~sd B dmsy
o 3 ak mjQdbnudgx rgddsrt
Abbdrrnghdr: jdxbg~tm “mc Kdcfdq rshbjdar-
0~ bj ~fimf: Kdcfdg-ag medc b gcan qc anw ~“mc rkddud-



Kdcfdg M™mn W anw bnmsdmsr-

Check the Recovery sheets came blank

Nmbd xnt rds to xntg Kdcfdg M mn W, hs vk fdmdg~sd ~ mdv 24-vnqc qdbnudgx ogq”rd eng-
xnt sn vahsd cnvm nm ~ Qdbnudgx rgdds. re rn Bdnmd dkrd vdgd sn jmnv xntq gdbnudgx-
ogq rd, xnt b mknrd “k xntq bgxosn ~rrdsr. Fnknwv sgd fthcdiimdr adknv sn dmrtad sgd-
rdbtaghsx ne xntq ~rrdsr:-
e L "jdrtgd xntg Qdbnudgx rgddsr b™ B d m ak™mj.-
e e xntq Qdbnudgx rgddsriykqd “cx g ud vngcr nm sgd B: Sgd cduhbd hr mns r"ed sn-~
trd.-
Okd ™ rd bnms~bs enq " rrhrs mbd.-
e Kdcfdq mdudq ognuhcdr ~ 24-vngc gqdbnudgx ogq rd im "mx v "X, rg-od ngengll .-
Nmkx ~“bbdos ~ gdbnudgx ogq™ rd nas hmdc eqgn B sgd rbgddm ne xntq Kdcfdg M " mn W.-



Check for factory settings

Recovery sheet

Important information

EN Strictly confidential. Your recovery phrase is the
anly backup of your private keys. Store in a secure
place

FR Strictement canfidentiel. Votre phrase de
récupération est la seule sauvegarde de vos clés
privées, Conserver dans un endroit sécurisé,

ES Estrictamente confidencial, Tu frase de
recuperacion es la dnica copia de seguridad de tus
claves privadas, Almacenar en un lugar seguro,

DE Streng vertraulich. Der Wiederherstellungssatz

ist die einzige Sicherung |hrer privaten Schidssel.
Verwahren Sie ihn an einem sicheren Ort

:® | edger

AN

0.
1.

12,

HEED HELF?

Bk™mj Qdbnudgx rgdds-
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My recovery phrase

Confidential

Do not disclose

13.

14.

15.

1E.

24,

Vgdm stgmim® nm xntq Kdcfdg M™mn W eng sgd engrs sh B d, hs rgntkc chrok™ x sgd-
Kdcfdg Knfn, sgdm qdkd " rd sgd atssnm “mc sgdm \Vdkon B d sn KdcfdgM " mn W -

Oqdrr ghfgs sn bnmshmtd.-

Kdcfdg mdudg ognuhcdr = OtM bncd hm "mx v~ x, rg-od ngengll .-

Akv ™ xr bgnnrd sgd OtM bncd xntgrdie.-

e - OmM bncd hr hmbktcdc hm sgd o "bj ™ fimT ng imrsqtbsinmr sn fds nmd dkrdwvgdqd, ng-
he sgd cduhbd gdpthgdr = OtM bncd sgd ehgrs shlld xnt trd fs: sgd cdunbd fir mns r~ed sn-

trd.-

Okd™rd bnms™bs {dctdg Rtoongsieng ~rrhrs™mbd.~
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Welcome
to Ledger Nano X
Pre YWITEON

o Ccontinue

Kdcfdg M~ mn W: Vdkon B d-

Check authenticity with Ledger applications

Rds to xntq Kdcfdg cduhbd whsg j sn udahex hsr ~tsgdmshbhsx.~

Gdmthmd Kdcfdg cduhbdr gnkc ~ rdbgds jdx sg~s hr rds ctgimf B “mte bstqd.-

Nmkx ~ fdmtimd Kdcfdq cduhbd b™m trd fsr jdx sn ognuhcd sgd bgxosnfq~ oghb ognne-
gqdpthgdc sn bnmmdbs vhsg KdcFdgyr rdbtgd rdqudg.-

g Cgdbj xntq Qdbnudgx rgddsr b~ Bd hm ak™mj .~

g Rds to xntqKdcfdg M mn W ax xntgrdke. Sgd Vdkbn B d rbgddm rgntkc ad chrok™xdc-
vgdm ehgrs rs”gshmT xntq cduhbd.-

g Cgnnrd xntg nvm OmM bncd.-

g Cnms bs im b~ rd ne cntas.-

Learn more

Anti tamper seals

Kdcfdq cdkhiadg™ sdkx bgnnrdr mns sn trd “mshs™ Bodq rd kr nm hsr o~ bj =~ fim¥. Sgdrd rd ~kr-
~qd d”rx sn bntmsdgedhs “mc b~ m sgdqdengd ad B hrkd™cimf. Q sgdq, fdmthmd Kdcfdg cdutbdr-



Troubleshooting
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Fix connection issues

1e xnt dmbntmsdq bnmmdbshinm hrrtdr vgdm sgximf sn bnmmdbs xntq Kdcfdg g qcv ™ gqd v " kkds,-

sgx sgd enkknwvhmT rnktsinmr nmd ax nmd.-

Mac, Windows or Linux

1. Cknrd nsgdq ~ookib~stnmr Kdcfdg ~oor, bgxosn v ~kkdsr, Gdsg, O~ ghsx, Lhrs, Bisbnim Cnqd,-

dsb).~

Stgm NFF UOM “mc ~msh-uhgtr .~

Cg mfd sgd TRB b~ akd he onrrhakd-
Sgx cfheedgdms TRB ongsr .-

Qdrs™~gs xntq bn B otsdg.~

Sgx “mnsgdq bn B otsdg.-

ouhswN

ne sgd ognakd B odgrhrsr, okd ™~ rd rdkdbs xntq rxrsd I adknwv .-

Windows

e Toc sd TRB hmots cduhbd cghudqr-
1. Nodm Dduhbdr “mc Oghmsdgr eqgn B Cnmsgnk O~ mdk.~
Dntakd-bkibj M"mn W “mc nodm sgd H gcv "qd s"a.-
Rdkdbs TRB tmots Dduhbd ~mc bkibj Ognodagshdr .~
Clibj Cg ™ m¥d Rdsshmfr.-
Ckibj sgd Dghudq s~ a.~
Clibj Toc " sd cqudg “mc rdkdbs ~tsn B ~shb cqhudq rdkdbsinm.-
7. Qdod’s sghr eng ansg TRB tmots Dduhbdr .~

o gk wN

e fehs rsikk cndr mns vnqj, okd ™ rd sqgx nm = L"b sn udghex sg s xntq Kdcfdg M mn W hr-

vngjhmf ognodgkx.-

Mac

e xnt'qd g~ uhm¥ bnmmdbshinm hrrtdr nm = L "b, xnt b™m sgx fhunmT Kdcfdg Khud etk chrj-
“bbdrr:-

1. Nodm Rxrsd B Ogdedgdmbdr .-

2. Gn sn Rdbtaghsx & Oghu~bx.~

3. mmsgd Oghu~bx s™a, ~cc Kdcfdg Khud sn sgd Ftkk Dhrj Abbdrr kirs.~

Linux

Nm Kimtw xnt mddc sn bgd~sd ~ rds ne tcdu gqtkdr sn “knw cduhbd ~bbdrr. Qdedq sn sgd-
eng cdshkr. Okd ™ rd enkknv sgd mrsqtbsinmr adknwv .~

1. Setup
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https://developer.chrome.com/apps/app_usb#caveats
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e Cgdbj he sgd oktfcdu fgnto dwhrsr ax dmsdghmf sgd bn I B “mc:~

cat /etc/group | grep plugdev

e Fnknwv sgd rsdor adknwv he sgd ogduintr bn B B “mc chc mns gdstgm ~ gdrtks-
1. Cqd sd sgd oktfcdu fgnto:-

sudo groupadd plugdev

2. Cgdbj he xnt ~qd hm sgd fgnto oktfcdu vhsg sgd bn I B “mc:~
groups-

3. 1esgd ntsots cndr mns bnms™im oktfcdu, xnt ~gd mns tm sgd oktfcdu fgnto.-
Emsdg sgd bn I B “mc:~

sudo gpasswd -a <user> plugdev-
4. Mnsd: gdok™bd <trdg> ax xntq trdgm™ Bd, d.feng trdg " Bhjd", hs vntkc ad:-
rtcn fo rrvc -~ Bhjd oktfcdu.-

sudo gpasswd -a <user> plugdev

5. Knfnts “mc knfim eng sgd bg "m¥d sn s™ jd deedbs. Sn udghex xnt ~gd mnwv hm-~
sgd oktfcdu fgnto, dmsdg:-

groups-

o

“mc rd"gbg eng ~ oktfcdu nbbtggdmbd. e hs'r mns sgdqd, xnt'ud Bhrrdc ~ rsdo-
“mc rgntkc qdrs gseqn  rsdo 1.-

2. Add the udev rules

1. Emsdq sgd enkknvimfbn B B "mc sn “tsn l “shbkkx ~cc sgd qtkdr “mc qdkn” c tcdu:-
wget -q -0 -
https://raw.githubusercontent.com/LedgerHQ/udev-rules/mas
ter/add_udev_rules.sh | sudo bash-

2. Qdsgx bnmmdbshimT xntq Kdcfdg M~ mn W whsg Kdcfdg Khud.~

ne hs'r rstkk mns vngjim¥, bnmstmtd sn rsdo 3: sgntakdrgnnshimf.-

3. Troubleshooting
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Sgx d~bg ne sgd enkknwvimf sgqdd noshinmr .~

Nosinm 1~

Echs sgd ehkd /dsb/tcdu/qtkdr.c/20-gv1.qtkdr etkd ax ~ccimf sgd NVMEQ="<trdg>"-
0 q" Bdsdgsn d”bg kmd, vgdqd <trdg> hr xntq Kimtw trdgm™ B d.-

Sgdm qdkn~c sgd qtkdr ~r enkknwvr:-

udevadm trigger
udevadm control --reload-rules

~

Qdsgx sgd bnmmdbshinm whsg Kdcfdg Khud. e hs cndr mns vnqj, sgx sgd mdws noshnm.-

Noshnm 2~
Echs sgd /dsh/tcdu/qtkdr.c/20-gv1.qtkdr efkd “mc ~cc sgd enkknwvhmT kimdr:~

KERNEL=="hidraw*", SUBSYSTEM=="hidraw'", MODE="0660",
GROUP=""plugdev'", ATTRS{idVendor}=="2c97"
KERNEL=="hidraw*", SUBSYSTEM=="hidraw", MODE="0660",
GROUP=""plugdev'*, ATTRS{idVendor}=="2581"

Sgdm gdkn~c sgd qtkdr:~

udevadm trigger
udevadm control --reload-rules-

Qdsgx bnmmdbshmT vhsg Kdcfdg Khud. e is cndr mns vngj xds, sgx sgd k~ rs noshnm.-

Noshnm 3~
e Xxnt ~gd nm Agbg Kimtw, xnt b~ m sgx sgd enkknwvhmE qtkdr:~

/etc/udev/rules.d/20-hwl.rules

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2581",
ATTRS{1dProduct}=="1b7c', MODE="0660"", TAG+="‘uaccess",
TAG+=""udev-acl""

SUBSYSTEMS==""usb", ATTRS{i1dVendor}=="2581",
ATTRS{1dProduct}=="2b7c", MODE="0660", TAG+="uaccess',
TAG+=""udev-acl"

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2581",
ATTRS{1dProduct}=="3b7c', MODE="0660"", TAG+="‘uaccess",
TAG+=""udev-acl"’
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SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2581",
ATTRS{1dProduct}=="4b7c', MODE="0660"", TAG+=
TAG+=""udev-acl"™

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2581",
ATTRS{idProduct}=="1807", MODE="0660"", TAG+=
TAG+=""udev-acl"™

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2581",
ATTRS{idProduct}=="1808", MODE="0660", TAG+=
TAG+=""udev-acl"

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2c97",
ATTRS{idProduct}=="0000", MODE="0660"", TAG+=
TAG+=""udev-acl"™

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2c97",
ATTRS{idProduct}=="0001", MODE="0660"", TAG+=
TAG+=""udev-aclo

SUBSYSTEMS==""usb"", ATTRS{idVendor}==""2c97",
ATTRS{idProduct}=="0004", MODE="0660"", TAG+=
TAG+=""udev-acl -

""uaccess",

"'uaccess",

""uaccess",

"'uaccess",

""uaccess",

""uaccess",

Sgdm gdkn~c sgd qtkdr ~f im “mc qdsgx sgd bnmmdbshinm whsg Kdcfdg Khud:~

udevadm trigger
udevadm control --reload-rules-

1I0S and Android

Te xnt'qd dwodghdmbhm¥ Bktdsnnsg hrrtdr vhsg xntg Kdcfdg M~ mn W, okd " rd gd B nud sgd-

o “hghmF “mc engfds sgd Kdcfdg M~ mn W nm xntg ognmd. Sgdm rds to sgd o~ hgmT nmbd-

T hm.~

Reset pairings on your Ledger Nano X

arwdPRE

Stgm nm “mc tmknbj xntq Kdefdg M " mn W.~

Hnkc ansg atssnmr sn ~bbdrr sgd Cnmsgnk Cdmsdg.-
Oqdrr ansg atssnmr sn m~uhf~sd sn sgd Rdbtgisx Bdmt.-
Ogdrr ansg atssnmr sn u~kic~sd Qdrds o~ hghmfr.~

Cnmehg B Qdrds o~ hghmfr nmbd B ngd.~

Ledger
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Forget Ledger Nano X on your smartphone

1. Nodm sgd Bktdsnnsg rdssimfr ne xntq r I “gsognmd.-
2. Rdkdbs rodbheib rdsshmfr eng xntqg Kdcfdg M™mn W.-
3. Fngfds sgd cduhbd.~

Mnwv xnt b™m rds to sgd o hgimf "~ hm ax bgnnrimf xntq Kdcfdg M mn W ~s “mx onims hm-~
Kdcfdg Kud B natkd sg~s qdpthqdr = cduhbd bnmmdbshnm, eng tmrs mbd tm sgd L."m~fdg s”a.~

Lost device, PIN code or recovery phrase

e Xxnt b mmns ~bbdrr xntq Kdcfdg M~ mn W cduhbd, xnt engfds xntqg OtM bncd ng xnt knrd-
sgd qdbnudgx ogq rd, xnt il B dch”sdkx mddc sn enkknv sgd rsdor ntskimdc fm sghr ~qgshbkd sn~
oqdudms knrimf xntq bgxosn ~rrdsr.-

L " jd rtqd xntg gdbnudgx ogq " rd rs”xr rdbtqdkx rsngdc. Ognsdbs xntq bnmehcdmsh™k O1tM-
bncd “mc 24-vnqc qdbnudgx ogq rd sn ft~g msdd sgd ghfgdrs kdudk ne rdbtaghsx needgdc ax-
xntg Kdcfdg g gcv qd v kkds.~

Instructions

Can't access your Ledger device?

1. m b’ rd neknrr, sgdes, ng cdrsqtbsinm ne xntq cduhbd, okd™rd g
nm “mx g -gcv qd ng rnesv " qd v kkds g

2. Xnt mddc sgd Qdbnudgx rgdds nm vghbg xnt'ud r~udc xntg gdbnudgx ogq™ rd ctgmf-
rdsto.-

Forgot your PIN code?
1. Aesdq sggdd hmbnggdbs OtM bncd dmsghdr, Kdefdg g “gev " qd v kkdsr g
Jdg” rimf sgd oghu~sd jdxr eqn B sgdhg rdbtqd rsnq” fd.-
2. Aesdqsgd qdrds, ri B okx g eqgn B xntq qdbnudgx ogqrd.-
3. Cgnnrd "~ mdv OmM bncd ctgimf sgd gdrsng”sinm ognbdrr .~

Lost your recovery phrase?

Xntq Qdbnudgx rgdds hr ~ etkk a“bjto ne sgd oghu~sd jdxr sg~s ognuhcd ~bbdrr sn xntg-
oghu~sd jdxr. Xnt Btrsrsngd s im ~ rdbtqd knb~shnm. Amxnmd vhsg ~bbdrr sn xntq Qdbnudgx-
rgdds b™m s™ jd xntq bgxosn ~rrdsr vhsgnts jmnvimf sgd OtM bncd ne xntq cduhbd.-
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If you do lose your Recovery sheet

1. 1l Bdch sdkx | sn sd B ong~gx ~bbntmsr, kijd ~m dwbg ™ mfd-
rdquhibd nqg “mnsgdq g gcv "qd v kkds.-

2. Emsdg sgqdd vagnm¥ OtM bnedr sn g

3. “r ~ mdwv cduhbd.-

4. Sgdm g xntg bgxosn ~rrdsr sn xntq mdwvkx bnmehftgdc cduhbd.-

Reset to factory settings

QdrdsshimT sgd cduhbd sn e~ bsngx rdssimfr qd B nudr ~kk oghu~sd jdxr, ~ookib~shnmr ~“mc-
rdsshmfr eqgn B xntq Kdcfdg M™mn W cdufbd. Xnt b m qdrds sn | Jsn-
ng sn redkx sq”mredg sgd cduhbd sn rn B dnmd dkrd.-

Before you start

g Emrtqdsg s xnt ~qd sgd rnkd gnkcdq ne sgd 24-vngc qdbnudgx ogg rd sg sa bjr-
to sgd oghu~sd jdxr nm xntq cduhbd.-

Instructions

1e xnt qdrds xntq cdutbd vhsgnts gnkchmf xntg Qdbnudgx rgdds, sgd oghu~sd jdxr ognuhcimf-
“bbdrr sn xntq bgxosn " rrdsr vikk ad dq”rdc. Xnt vikk odg B “mdmskx knrd ~bbdrr xntq bgxosn-
“rrdsr.-

Sgd cdunbd b™m dhsgdg ad qdrds eqn B sgd rdssimfr B dmt ng ax dmsdghm¥ sggdd hmbnggdbs OtM-
bncdr vgdm tmknbjhm hs. Okd~ rd bgnnrd nmd ne sgd svn noshnmr adknv:~

Reset from device settings

1. Stgm nm “mc tmknbj xntq Kdcfdg M ™ mn W.~

Hnkc ansg atssnmr sn ~bbdrr sgd Cnmsgnk Cdmsdg.~

M~ uf~sd sn Rdssimfr “mc oqdrr ansg atssnmr sn ukic "sd.-

M~ uhf~sd sn Gdmdg~k “mc oqdrr ansg atssnmr sn u”kc~sd.~
Cgnnrd Qdrds ~k ax ogdrrimf ansg atssnmr.~

Qd~c sgd v~ gmimfr “mc bgnnrd Qdrds cduhbd sn u~kic ~sd.-

Emsdg xntg OtM bncd sn bnmefg B . Xntq cdufibd wvhkk sgdm ad gdrds.~

NOoOMLON

Reset from PIN code

1. Stgm nm xntq KdcfdgM ™ mn W.~
2. Emsdg “m tmbnggdbs OtM bncd sgqdd sh B dr hm ™ gnwv.~
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3. Sgd cduthd whkk gdrds ~esdq sgd sghgc hmbnggdbs “ssd Bos “r ~ rdbtghsx Bd”rtgd.-

Next steps

Xnt'ud rtbbdrretkkx qdrds xntg cdutbd sn e~ bsngx rdsshmfr. Xnt b~ m dhsgdg:~
e Kd gmgnwvsn | sn fdmdg~sd “mc a~bjto mdv oghu~sd jdxr.-
e  Aksdgmshudkx, 4 sn qdrsngd sgd oghu ~sd-

Jdxr “rrnbh sdc sn ~m dwhrshm¥ gdbnudgx ogq”rd.-

Check hardware integrity

Cgdbj sgd g qcv ~qd hmsdfghsx ne xntg Kdcfdg M~ mn W cduhbd sn bgdbj sg~shs g~ r mns addm-
s~ B odgdc vhsg. Sghr ~gshbkd bnms™hmr cds~hkdc sdbgmhb ~k tmeng B “shnm ~ants sgd rdbtghsx ne-
xntq cdufbd.

Okd~rd g "mckd sgd Kdcfdg M~ mn W cduhbd whsg ghfg b~ qd vgtkd xnt ognbddc. Bd ~v ~qd-
sg s nmbd nodmdc, xntq cdutbd wikk mns ad qdetmc ~akd ng dwbg “mfd " akd.-

Microcontroller (MCU)

Sgd Rdbtqd Ekd B dms (RE) bgdbjr sgd etk Bhbgnbnmsgnkkdg ek™rg ~s anns, ~r cdrbghadc hm-
JTehs g r addm B nchehde, xnt'k £ds =~ v gmimf “s anns. Ar “m " cchshnm k-

bgdbj, xnt b™m nodm sgd cduhbd sn udghex sg~s mn ~cchsinm~k bgho g~ r addm ~ccdc,

bn B o gdc wisg sgd hll ~fdr adknv, "mc sg~ssgd L.CT hr “m RSL.32VB55. Sgd Rdbtqd-

Ekd Bdmshr B “gqjdc I2LIE9.-

Hardware revisions

Revision 1

e B(bj OCB-

T URE e W
K o

Fqnms ne sgd OCB
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